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Abstract — Sixth generation (6G) vehicle-to-everything (V2X)
systems face numerous security threats, including Sybil and
denial-of-service (DoS) cyber-attacks. To provide a secure ex-
change of data and protect users’ identities in 6G V2X com-
munication systems, anonymization techniques — such as k-
anonymity — can be used. In this work, we study centralized vs.
k-anonymity based resource allocation methods in a vehicular
edge computing (VEC) network. Allocation decisions for vehicu-
lar networks are classically posed as a centralized optimization
task. Therefore, an information flow is transmitted from the
vehicles to the communication premises. In addition to a re-
source allocation decision, vehicle information is not required.
We analyze the centralized allocation versus k-anonymous allo-
cation models. To show a potential deterioration introduced by
anonymity, we quantify the gap in the optimal goal in two cases:
based on resource allocation and with aim at energy reduction.
Our numerical results indicate that energy consumption rises by
1% in smaller scenarios and 23% in medium scenarios, whereas
it decreases by 14% in larger scenarios.

Keywords — k-anonymity, privacy-enhancing technologies, re-
source allocation in 6G, vehicle-to-everything (V2X) systems

1. Introduction

Sixth generation (6G) networks are expected to facilitate and
enhance the services of intelligent transportation systems
(ITS) by integrating artificial intelligence (AI) techniques
with machine learning (ML) algorithms [1]. The vehicle-to-
everything (V2X) system, which is an application of ITS,
enables the exchange of information between vehicles and
their surroundings [2]. Vehicles can communicate through
vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V2I)
communications, such as the roadside unit (RSU), as shown in
Fig. 1. The newly proposed 6G V2X communication systems
can easily be targeted by different security attacks due to
their high mobility, highly dynamic topology, and variety of
communications [3].

The deployment of Al techniques in the design of vehicular
edge computing (VEC) networks has limitations due to robust
security mechanisms, considerations of privacy and ethics, as
well as new security developments [1]. The collection and
processing of data in VEC systems require the protection
of user privacy with privacy-enhancing technologies (PET),
including differential privacy and data anonymization meth-
ods, to reduce the risk of re-identification and unauthorized
monitoring [1].
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Several applications of PETs involve k-anonymity [4] and its
variations [5], [6]. The privacy and efficiency requirements
in vehicular networks can be addressed using k-anonymity.
To achieve these requirements, k-anonymity with differen-
tial privacy can be combined with transactional blockchain
registration [7].

A framework for the sharing of private data within ad hoc
vehicular networks (VANET) is introduced using federated
learning (FL) and local differential privacy [8]. This approach
guarantees protection against inference and gradient leakage
attacks while providing higher efficiency than conventional
FL-based methods. A local differential privacy technique is
used to provide a privacy preservation solution for VANET
by excluding the need for a third party to anonymize criti-
cal information [9]. The disclosure of sensitive data, such
as vehicle positions in location services, is considered a po-
tential threat to the privacy of users [10]. The k-anonymity
method is used to maintain location privacy in edge comput-
ing (EC) [11], and to preserve location privacy on the Internet
of Vehicles (IoV) [12].

Zero-trust architectures that provide privacy by design need
to be privileged to provide essential data security and pri-
vacy preservation requirements for the 6G V2X allocation
process. Due to the various V2X applications, such as V2P
and V2V communications, the design of a secure and private
management system is a critical concern [13].

Ensuring secure data exchanges requires trusted management
in the allocation process. To address the challenge of designing
a secure 6G V2X communication system with VEC services,
anonymization techniques can be used to protect the identity
of users by reducing specific vehicle information. That leads to
a reduction of the surface of attack in the V2X infrastructure.

If the resource allocation system is compromised by malicious
agents, the identification of each vehicle is available to the
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Fig. 1. Types of V2X communications.
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attacker. This information can be used to escalate the attacks to
other elements of the 6G V2X system, notably V2V and V2P.
In this work, we study the effect of incorporating k-anonymity
into the 6G V2X allocation system.

2. System Description

Table 1 summarizes the mathematical notation used to de-
scribe the system under study.

We consider a 6G V2X communication system that includes
sets of vehicles and RSUs, as shown in Fig. 2. RSUs extend
the computation and communication capabilities to vehicles
by being deployed closer to end users. In our infrastructure of
the system under study, vehicles need to send their data to
RSUs for processing (offloading option).

We investigate a scenario consisting of a set of RSUs (v =
1,2,...,I)and asetof vehicles (j = 1,2,...,J). Each RSU
1 has several available resource blocks (RBs) per time interval,
denoted by M;. Each vehicle j, if it is associated with RSU
1, will require several RBs to upload its data, indicated by
R; ;. The required number of RBs depends on the signal-to
interference, noise ratio (SINR) values, and the uplink data
rates. We need to determine the optimal assignments between
RSUs and vehicles in order to decide whether to turn on or off
the RSU. Our objective is to reduce the energy consumption
and the number of active RSUs depending on the number of
RBs required by each vehicle and subject to uplink bandwidth
and uplink time constraints illustrated by SINR and inter-cell
interference (ICI). We calculate SINR values for the uplink of

Tab. 1. Mathematical notations used throughout the paper.

’ Symbol ‘ Meaning
I Set of RSUs
J Set of vehicles
P; Transmission power of vehicle j
D; Communication demand of vehicle j
D, Computation demand of vehicle j
M; Available uplink RBs per time slot for RSU 7
F, Maximum available computation capacity of
RSU ¢
L; Maximum allowed latency for vehicle j
R; ; Required RBs per time slot to send data
Vi, SINR value for vehicle j and RSU ¢
H; ; Threshold value for ; ;
U, ; Required uplink data rate of vehicle j
U Link capacity between vehicle j and RSU ¢
J Energy coefficient of RSU server’s chip
d architecture
T; Decision variable to turn on/off the RSU 4
Decision variable indicating whether vehicle
Yig 7 is associated with RSU ¢ or not
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Fig. 2. An example of a V2X communication system.

data from the ICI aggregate uplink, the coverage of the RSU,
and the distance between the vehicle and the interference
RSU [14].

After calculating the SINR values for each vehicle, we deter-
mine the RB’s data rates depending on different modulation
orders, SINR ranges, and efficiencies from the mapping table
given in [15]. This mapping is used to determine the number
of required RBs where an RB per time interval of 0.25 ms
consists of 12 sub-carriers of 60 kHz spacing and each sub-
carrier consists of 14 OFDM symbols. The number of RBs
R; ; required by each vehicle to process its data is calculated
as R; j = Up, x (12 x 14 x efficiency) '

Considering I RSUs with a number of available uplink RBs
(M;) and J vehicles with a number of required RBs per time
slot for uploading the data from vehicle j to the i RSU R; ;, we
need to determine y; ; which denotes whether the vehicle j is
associated with RSU ¢ or not; and x; which indicates whether
to turn the RSU ¢ on or off. We formulate an optimization
problem to minimize the energy consumption and the number
of active RSUs as:
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3. Results

As a case study, we first investigate an allocation scenario
consisting of 4 RSUs and 32 vehicles. Table 2 lists the param-
eter values that are used in the calculations and evaluations,
where the values are assumed according to the service re-
quirements for 6G V2X services and to guarantee the QoS
requirements of the communications system [16].

Each vehicle, if assigned to an RSU, will upload its computa-
tional tasks to be processed. Vehicle information includes:

1) communication demand, indicated by D;, in the range
10 — 60 kbits,

2) computation demand, indicated by &, in the range 100 —
150 cycles/bit,

3) transmission power, indicated by P}, in the range 23 — 33
dBm.

This information D;, ®;, P; is used to calculate the com-
munication delay, the computation delay, and the energy
consumption for centralized allocation [17]. If the allocation
system is breached, these details can be exploited to uncover,
monitor, and further compromise the privacy of UEs.

Designing systems with enhanced privacy techniques such as
k-anonymity or differential privacy can reduce the probability
of unwanted or unauthorized tracking and re-identification.

In this work, we use V2V communication to achieve k-
anonymity through proximity clusters. We assume that V2V
communication is secured in its radius of operation. The
triplet D;, ®;, P; is then distributed in the vehicle proximity
cluster, and the aggregate measurement is pooled into its
average value.

Each vehicle, by V2I communication, transmits the aggregat-
ed triplet values, denoted by < D;, ®;, P; > to the RSUs.
Similarly, the next generation Node-B (gNB) estimates the
SINR values of each vehicle with respect to each RSU. To
minimize user information leakage, the SINR values are al-
so aggregated for each proximity cluster and are denoted by
< SINR >.

The membership in a cluster is verified by the vehicles that
share the same value of < Dj;, ®;, P; >. The k-private
allocation system receives only the aggregated data from
vehicles < D;, ®;, P; > and the aggregated SINR from
gNB, < SINR >.

We compare the k-anonymous V2X allocation model pre-
sented in Fig. 2 with the centralized allocation model [17].
The scenarios consider an initial density of 126 RSUs/km?,
and a density of vehicles of 1000 vehicles/km?.

As can be seen in Tab. 3, our numerical results shows that
for small and medium scenarios the energy consumption is
increased by 1% and 23% respectively while for the large
scenario the energy consumption is reduced by 14%.

We note that for the large scenario of 190 vehicles, not all
the original constraints are satisfied, allowing for a reduced
energy consumption in the k-anonymous version than in the
centralized version.
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Tab. 2. Parameter values used in the evaluation.

Parameter Value Parameter Value
RSU 23-33
coverage 200m F; dBm
M; 135 RBs H;; -7 dB
50 - 100
Fi 20 GHz Ui)]‘ Mbps
L; 30 ms D; 10 — 60 kbit
Tab. 3. k-anonymous versus centralized allocations.
No. of RSUs No. of
Allocation selected/ y Energy
. vehicles
available
Centralized 2/4 32 0.002432
k-anonymous 2/4 32 0.002459
Centralized 4/16 127 0.005532
k-anonymous 5/16 127 0.006830
Centralized 7124 190 0.009790
k-anonymous 7124 190 0.008454

4. Conclusions

In this study, we investigated the incorporation of PETs in-
to the 6G V2X allocation system. Vehicle information was
used to calculate communication delay, computation delay,
and energy consumption for centralized allocation. We com-
pared centralized resource allocation versus k-anonymous
allocation.

Our implementation indicated how variations in optimal allo-
cations are affected when PET is applied to the V2X system.
Noting that the k-anonymous technique implemented can
be applied to allocation schemes different from the optimal
model studied in this work.

Our numerical results illustrated that energy consumption
increased by 1% in smaller scenarios and 23% in medium
scenarios, while it decreased by 14% in larger scenarios.

Future research will explore enhanced methods, focusing on
integrating online allocation through AI models. We plan
to explore enhanced methods, focusing on integrating on-
line allocation through AI models. In addition, we plan to
evaluate the proposed algorithms in a real world scenario to
demonstrate their effectiveness.
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